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1 Introduction

This guide has been prepared for Administrators to assist with connecting Microsoft Entra ID to your
Centro web-app.

Note that you will need to liaise with the person within your organisation that has access to the
Azure portal (usually the IT department) to carry out the steps below.

1.1 What this guide covers

This guide covers two features, set up in order:

Part A: Microsoft Sign-In Lets your people sign in to Centro with their
Microsoft account.

Part B: Automatic User Provisioning Lets Entra ID create, update and disable Centro
accounts for you. Adding someone to the right
group in Entra ID gives them a Centro account,
and removing them disables it.

Complete Part A before Part B. People created by provisioning do not have a Centro password, so
they can only sign in with Microsoft. If Part A is not working, provisioning will look successful but
nobody will be able to sign in.

If you only want Microsoft sign-in, complete Part A and stop there. You can add Part B later without
redoing anything.

1.2 Before you start

You will need:

In Entra ID The Global Administrator role, or Application
Administrator with a Privileged Role
Administrator for the consent in section 3.1.

In Entra ID For Part B, to assign a group (section 6): a
Microsoft Entra ID P1 or P2 licence. Without
one, assign people individually.

From Centro The orgName for your organisation’s Centro
address, which the Centro team will provide.

From Centro For Part B only: a Tenant URL and Secret Token
(section 4).

1.3 The two Entra ID applications you will create

Part A and Part B each use their own application in Entra ID:

Created in Type Purpose
Part A (section 2) App registrations Single-page Lets your people sign
application (SPA) in to Centro with
Microsoft
Part B (section 5) Enterprise Non-gallery Lets Entra ID send

applications application user details to Centro
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Both stay in place side by side, and one does not replace the other. Give them names that make the
difference clear, for example Centro ASSIST and Centro ASSIST Provisioning.

Part A: Microsoft Sign-In

2 Register the Centro ASSIST Application

1. Signin to the Microsoft Entra admin center or the Azure portal - either works and both reach
the same place. Select Microsoft Entra ID, then App registrations, and click New

registration.
ﬂ‘ Home o .
|;J search (Ctrl+/) | ” = New registration & Endpoints ¢~ Troubleshooting
L Dashboard
. Wel to th d i ed A istrati G
E A” Serw_ces ﬂ Qverview elCcome 10 the New and Improwv pp registrations (I"ID\'\‘ er
% FAVORITES #" Getting started All applications Owned applications
s PP
b ive Dira #. Diagnose and solve problems — - =
B Azure Active Directory I = P |,--J Start typing a name or Application ID to filter these results
EEE All resources Manage
Display name

[*#] Resource groups & Users

Haolocentric. Modelpedia.NewTest
A i
&8 App Services S8 Groups

Test-323f - Bendigo Test
& SQL databases BE External Identities e L

n UAT-325 (serviceproviderl.bmsx-uat.com)
%' Azure Cosmos DB &. Roles and administrators ) . .

Haolocentric Modelpedia Azure AD

K virtual machines 8 Administrative units (Preview)
<» Load balancers 5 Enterprise applications
== Storage accounts N Devices

“-> Virtual networks

@ Monit
= Monitor &) Identity Governance

@ Advisor 8 Application proxy

2. Inthe following screen that appears, enter the information as follows:

Name The name you want to give the Centro ASSIST
application, for example Centro ASSIST.

Supported account types Leave the default, Single tenant only.

Redirect URI Select Single-page application (SPA) from the

platform list, then enter
https://orgName.centroassist.com.au/sign-
in/redirect-from-azure, where orgName will be
provided to you by the Centro team.


https://entra.microsoft.com/
https://portal.azure.com/
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Home - App registrations

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Centro Assist Ve

Supported account types

Choose the account types that can use this application or access this API

Single tenant only - Centro Assist SCIM Test v Help me choose

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Praviding this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Single-page application (SPA) I ’ https://contoso.centroassist.com.au/sign-in/redirect-from-azure v

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =

Click Register.

Once completed you will be returned to the Overview page of the Centro ASSIST application
registration.
3. Gathering the required items to configure Centro ASSIST

On the Overview page you will need to record and provide the following items to the Centro team to
complete the configuration:

e Application (client) ID
e Directory (tenant) ID

o Got 2 second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

 Essentials

Display name : CentroAssIST Supported account types

Application (client) ID | c1aa40ec-4470-468 Redirect URls 1 spa, 0 public client
Directory (tenant) ID §578bab0f-105e-473 Application ID UR| : Add an Application ID URI
Object ID : 3ac36bc8-2972-42b4-ba03-97232060156b Managed application in L.. : CentroASSIST

Navigate to the Branding & Properties section of the application registration.
Under Home Page URL, enter:

https://orgName.centroassist.com.au
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(Replace orgName with the domain provided by the Centro team.)

Please also provide confirmation of the email sign-in domain. This is generally the primary domain
hosted in Entra ID, or your email domain, for example yourcompany.com.au.

Once this information is provided to the Centro team, we will configure Microsoft sign-in as an
option for your organisation.

3 Test the Microsoft Sign-In Option

Once the Centro team have confirmed your organisation is configured, navigate to the main page of
your organisation sign-in (https://orgName.centroassist.com.au/) and verify that sign-in works for
your users.

Note that if you would like users to sign in with both Microsoft and a Centro password, please let the
Centro team know.

If you are continuing to Part B, make sure sign-in works before you go on.

3.1 Consent for Profile Access for your Entire Organisation

On the initial sign-in, your users will be presented with a consent notification. They will need to
accept this to continue to the application. It will only happen on the initial sign-in.

A Global Administrator or Privileged Role Administrator can instead consent for everyone by ticking
Consent on behalf of your organization. If Assignment required is on (section 11.1), this is required,
because your users cannot consent themselves.

a5 Microsoft

Permissions requested

CentroASSIST

This application is not published by Microsoft.

This app would like to:

v/ Sign you in and read your profile

v Maintain access to data you have given it access to

cocr | M|
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BT Microsoft

Permissions requested

CentroASSIST
App info

This application is not published by Microsoft.

This app would like to:
\/ Sign you in and read your profile

\v/ Maintain access to data you have given it access to

onsent on behalf of your organization

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at

<

https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Zentro
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Part B: Automatic User Provisioning

4 Getting your Tenant URL and Secret Token

Entra ID connects to Centro using two values: a Tenant URL and a Secret Token. The Centro team
creates these with you in a short setup session, so that the token goes straight into Entra ID and is

never sent by email or chat. You will paste both into Entra ID in section 7.

The token does not expire. Keep it safe, as you would a password, because it can create and disable
users in your Centro organisation. If it is ever exposed, contact Centro support to replace it.

5 Create the Provisioning Application

This is the second of the two applications described in section 1.3. It is separate from the sign-in

application you created in section 2.

1. Signin to the Azure portal or the Microsoft Entra admin center, and go to Microsoft Entra

ID, then Enterprise applications.

Select New application, then Create your own application.

Enter a name, for example Centro ASSIST Provisioning.

Choose Integrate any other application you don’t find in the gallery (Non-gallery), then

select Create.


https://portal.azure.com/
https://entra.microsoft.com/
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Home - Centro Assist SCIM Test | E Enterprise | ANl create your own app"cation
Browse Microsoft Entra App Gallery

¥ Got feedback?

~+ Create your own application T Publish to the app gallery 27 Got feedback?
If you are developing your own application, using Application Proxy, or want to integrate an
The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SSO) and automated user provi  application that is not in the gallery, you can create your own application here.
templates to connect your users more securely to their apps. Browse or create your own application here. If you are wanting to publish an application you h
you can file a request using the process described in this article What's the name of your app?

[[Centro Assisd

Search application Single Sign-on : All User Account Management : All Categories : All Entra In
What are you looking to do with your application?

Cloud platforms (O configure Application Proxy for secure remote access to an on-premises application

(O Register an application to integrate with Microsoft Entra ID (App you're developing)

Amazon Web Services (AWS) Google Cloud Platform Oracle

Integrate any other application you don't find in the gallery (Non-gallery)

We found the following applications that may match your entry
aWS We recommend using gallery applications when possible.

Google Cloud
* Centroy
s Centaris
On-premises applications
Centiro
Add an on-premises application Learn about Application Proxy
y 10 provide secure remote access VentureBox Assist

qure Microsoft Entra appiication proxy to enable secure remote Leamn
s 1o your on-pr

D) Federated SSO @ Provisioning

6 Assign Who Gets a Centro Account
In the new application, open Users and groups and add the people who should have a Centro
account.

We recommend adding a security group rather than individual people. Giving someone access to
Centro is then simply a matter of adding them to the group. If you do not have a suitable group,
create one under Microsoft Entra ID - Groups - New group, with the group type set to Security.

7 Connect Entra ID to Centro

1. Inthe provisioning application, open Provisioning and select Connect your application.
2. Enter the following:
Setting Value

Tenant URL Your Tenant URL from section 4. It will look like
https://orgName.centroassist.com.au/api/scim
/organizations/.../v2

Secret Token Your Secret Token from section 4.

Paste both exactly as copied. Most connection problems come from an extra slash at the end of the
Tenant URL, or a space before or after the token.

3. Select Test Connection. It should succeed within a few seconds.

4. Select Create.
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Home - Centro Assist SCIM Test | Enterprise applications - Enterprise applications | All applications - Browse Microsoft Entra App Gallery - Centro Assist | Overview
& Provisioning test connection

New provisioning configuration - Connection test for 'Centro Assist' was successful

Microsoft Entra ID

7 Got feedback?

(D) This is a new version of the provisioning user experience. You can provide us feedback and suggestions on the new user
experience using the “Got feedback” button. Click here 10 switch to the legacy experience

Create a provisioning configuration by completing the setup below. You can edit attribute mappings, scoping rules, and
other settings later in the setup. Learn more [1
Admin credentials
Create automatic provisioning configuration for: ‘Cantro Assist’. A successiul test connection may be required to proceed
Select authentication method:

Bearer authentication

Tenant URL * ()
hitps//- D /i 013

Secret token

Test connection

If the test fails, see section 12 before going any further.

8 Attribute Mappings

Entra ID shows this step as optional, but Centro needs one change here.

8.1 Required: change the externalld mapping

Open Attribute mapping. On the Users tab, find the row whose target attribute is externalld (its
source is mailNickname by default), select its pencil icon and change it to:

Setting Value

Source attribute objectld
Target attribute externalld

Apply this mapping Only during object creation
Enterprise applications | All applications - Browse Microsoft Entra App Gallery - Centro Assist | Overview - New provisioning configuration - Centro Assist | Attribute mapping

Edit Attribute Mapping

A mapping lets you define how the attributes in one class of Microsoft Entra object (e.g. Users) should flow to and from this

application. Learn mare (3
Users

0]
Mapping type * Direct o
Source attribute (Microsoft Entra ID) ©
* objectld o

e [o]
Default value (if null)

Target attribute (customappssa) * @ externalld ~
[Apply this mapping @ ‘ Only during object creation ~ }]
Match objects using this attribute © (] ves

Centro uses externalld to recognise each person, so it must never change. The default source,

mailNickname, can be edited in Entra ID, while objectld cannot. If the default is left in place, anyone

whose mailNickname changes will stop syncing.
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This is the only change you need to make, unless you invite external (guest) users (section 11.8).
Leave everything else, including the Groups mapping, as it is.

8.2 What syncs to Centro

Entra ID’s default setup sends more details than Centro uses. Centro keeps the ones below and
ignores the rest, so there is no need to remove anything.

Centro detail Entra ID source

Sign-in address userPrincipalName (see section 11.6)

Account active or disabled Whether the person is still assigned and
allowed to sign in

Notification email mail (see section 11.7)

Display name displayName

First name givenName

Last name surname

Job title jobTitle

Department department

Work phone telephoneNumber

Identifier objectld (section 8.1)

If your people keep their phone number in Entra ID’s Mobile phone field instead, edit the row whose
target is phoneNumbers[type eq "work"].value and change its source to mobile.

9 Start Provisioning

In the provisioning application, open Provisioning under Manage in the left navigation.

1. Expand Settings and set Scope to Sync only assigned users and groups.
2. Set Provisioning Status to On.
3. Select Save.

Home - Centro Assist SCIM Test | Enterprise Enterprise i All applications -+ Browse Microsoft Entra App Gallery - Centro Assist | Overview - New provisioning configuration - Centro Assist

Centro Assist | Provisioning

[E] save X Discard
© Overview

# Provision on demand Provisioning Made

~ Manage

& Connectivity Use Microsaft Entra to manage the creation and synchranization of user accounts in Centro Assist based on user and

b Provisioning group assignment.

O Attribute mapping

B3 Scoping filters ~ Admin Credentials

2 Users and groups
~ Mappings

I Expression builder

O Discover identities

> Monitor A Settings

> Troubleshoot
[] send an email notification when a failure accurs

[] Prevent accidental deletion
Scope

Sync only assigned users and groups ~

Pravisioning Status

- o
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Entra ID will now create accounts for everyone assigned. The first run can take a while. After that,
Entra ID checks for changes about every 40 minutes. When the first run has finished, the Overview
page shows Initial sync completed under Current cycle status.

10 Confirm It Worked

Open Provision on demand, select one of the people you assigned, and run it. Entra ID should report
success.

Choose a person rather than the group. Provision on demand works one person at a time, and
selecting the group shows a message that Groups are not supported. That message does not mean
anything is wrong with your setup.

Home - Centro Assist SCIM Test | Enterprise applici Perform action W
£, Centro Assist | Provision on

Modified attributes {successful) Data flow

(i) Leam b -
User ‘test user@centroscimtest onmicrosoft.com’ was created in customappsso

O oveniew

User Target attribute name Source attribute value Expression Original target attribute val... Modified target attribute v...
A Provision on demand
Test active Switch{"False”, , “False”, “True"..  Switch([IsSoftDeleted), , “False. True
~ Manage o
. displayName Test User [displayName] Test User
& Connectivity
title Manager [jobTitle] Manager

D Provisioning

BB Attribute mapping

1. Import use

This step sk

userName

testuser@centroscimtest.onm.

[userPrincipalName)

testuseri@centroscimtest.onm

! name.givenName Test [givenName] Test
B3 Scoping filters properties of
Supcuss name familyNarne User [surname] User
2 Users and groups o
_ externalld 59845161-d6f2-40cc-956d-2c..  [objectid) 59845181-d6f2-40cc-956d-2¢
B3 Expression builder
2. Detarming umietiparamsscimschemas..  Test [department] Test
- Discover identities
This step sh
~ Monitor ones the use
M Ciroce

To check that the person has arrived in Centro, ask them to sign in to Centro with Microsoft, or ask

Centro support to check for you.

11 Key Considerations

11.1 Restricting users

To limit who can sign in to Centro ASSIST, in Enterprise applications, find the application, select

Properties and set Assignment required to Yes.
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Home - App registrations - Register an application - App registrations - Enterprise applications | All applications - Centro Assist

1! Centro Assist | Properties

Enterprise Application

« £ Got feedback?
B Overview

Logo @
[ Deployment Plan
#. Diagnose and solve problems
Manage Select a file | E
iI' Properties .

User access URL © I
&8 Owners

Application ID L ] B
4. Roles and administrators
& Users and groups Object D © . B
2 Single sign-on Terms of Service Url © ‘ Publisher did not provide this information I
2 L
@ Provisioning Privacy Statement Url (O [ Publisher did not provide this information ]
£ Application proxy

Reply URL O ‘ https://contoso.centroassist.com.au/sign-in/redirect-from-azure [}
€ Self-service

ustom security attributes Assignment required? O [ ves No )

isi ? O
Security Visible to users L Yes No
% Conditional Access Notes ©

" Permissions

@ Token encryption
Activity

3 Sign-in logs

4d Usage & insights

E Audit logs

On the left-hand side navigation bar, proceed to assign users and groups with access to the
application.

[ =
o
O
"
v
v
3
Q
o
0
3
-
-
w
e
o
os
.
O
-4
w
5]
-
°
«
n

%
[
v
n
-
WV
w
-
Q
('}
-
o
2
O
A

D Single sign-on
» o) a
D Provisioning

B Application proxy
€ Self-service
Security

% Conditional Access

Until this is set, anyone in your directory can sign in with Microsoft and get a Centro ASSIST account.

If you have also completed Part B, note that this applies to the sign-in application (for example
Centro ASSIST), not the provisioning application from section 6. Each has its own list of assigned
users.
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11.2 What provisioning does and does not do

Provisioning creates accounts, keeps the details in section 8.2 up to date (except notification email,
see section 11.7), disables accounts when access is removed, and re-enables them if access is
restored.

It does not yet sync groups. The group you assigned in section 6 decides who gets an account, but
Centro does not receive the group itself or use it to set roles. Entra ID will still try to send the group
and Centro will decline it. Your users are not affected, but you will see a recurring error for the group
in the provisioning log (see section 12).

Provisioning does not set roles or permissions either. These are managed in Centro in the usual way.

11.3 Provisioning many people at once

Provision on demand is for testing and for urgent one-off changes. To bring in many people, add
them to the assigned group and wait for the next cycle, or select Restart provisioning on the
Overview page to run one straight away.

11.4 Deactivation disables, it does not delete

When someone loses access in Entra ID, their Centro account is disabled, not deleted. They are
signed out straight away and cannot sign in again, and their history stays in place for audit purposes.
If their access is restored, the same account is re-enabled.

Removing someone from the assigned group and blocking their sign-in in Entra ID both have this
effect.

Changes reach Centro on the next cycle, which can be up to about 40 minutes later. If someone must
lose access immediately, remove them from the assigned group, then run Provision on demand for
that person.

11.5 If you use more than one provisioning system

Each provisioning system needs its own credential, and each person should be covered by only one
of them. If two systems cover the same person, Centro follows whichever updated them most
recently, so one system can disable someone the other still expects to be active.

11.6 Existing Centro users and changes to sign-in addresses

If a person already has a Centro account under the same sign-in address as in Entra ID, provisioning
updates that account rather than creating a second one. The first time they sign in with Microsoft,
their Microsoft sign-in is linked to the account and their history is kept.

A person’s sign-in address cannot be changed by provisioning. If it changes in Entra ID, for example
after a name change or a move to a new domain, that person will stop syncing and Entra ID will
show an error for them. Everyone else is unaffected. Contact Centro support, who will update the
account.
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11.7 Notification email

Centro sends its email notifications to each person’s notification email address. Provisioning fills this
in from the mail field in Entra ID when it is empty, but never replaces an address that is already set.
If it is still empty when the person first signs in with Microsoft, their sign-in address is used.

To change someone’s address, update it in Entra ID, then contact Centro support to switch to it.

11.8 External (guest) users

People outside your organisation, for example with a Gmail address, can sign in to Centro ASSIST
once you invite them to your directory as external (guest) users.

1. In Users, select New user, then Invite external user.

o Users
&8 Centro Assist SCIM Test
« —+ Newuser v 7 Edit ] Dele J
ou All users
[ er
: Create new user
B Audit logs ; . o
5 Create a new internal user in your organization
2 Sign-in logs
/< Diagnose and solve problems Invite external user Us
Invite an external user to collaborate with your
@ organization
@a Deleted users b
— —
2. On the Basics tab, enter their Email and a Display name.
Invite external user - X

Invite an external user to collaborate with your arganization

Basics  Properties Assignments Review + invite

@ Starting December 2025, B2B invitation emails will be sent from your organization's primary domain (e.g., contoso.onmicrosoft.com) instead of Microsoft.com. Learn More [3

Invite a new guest user to collaborate with your organization. The user will be emailed an invitation they can accept in order to begin collaborating. Learn more [7
Identity

Email O * | test@gmail.com |

Display name | Test User I

Invitation message

Send invite message .

Message

Cc recipient | |

Invite redirect URL (@ * | https://myapplications.microsoft.com/7tenantid =a2deebc9-35df-4a3f-b4f8-0bd79c348846 |
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3. Onthe Properties tab, enter their First name and Last name.

Invite external user - X

Invite an external user to collaborate with your organization

Basics Properties Assignments Review + invite

Identity

First name [ Test ‘
Last name [ user \
User type [ Guest |

Authorization info -} Edit Certificate user IDs

Jab Information

Job title | Job Title Test

Company name |

Department | Department Test

)
\
|
Employee ID | ‘
Employee type | ‘

\

Employee hire date |

Office location | ‘

Manager + Add manager

Sponsors -+ Add sponsors

| < Previous | ‘ Next: Assignments > A7 Give feedback

4. Select Review + invite, then Invite.

Entra ID gives the guest a sign-in name such as
jane.doe_gmail.com#EXTH#@yourcompany.onmicrosoft.com. This is expected.
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Home - Users

® Test User

User

ke

Search «

Overview

Audit logs

O I pe

Sign-in logs

Diagnose and solve problems
Custom security attributes
Assigned roles

Administrative units

B W b @ X

Groups
Applications

Licenses

Ee

&l

Devices
Azure role assignments

© Authentication methods

Test User

Guest

@

User principal name
Object ID

Created date time
User type

Sign-in identifiers

test_gmail.com#EXT#@centroscimtest.onmicrosoft.com

test_gmail.com#EXT#@centroscimtest.onmicrosoft.com [D
8a664a04-4110-4015-ac00-d194f3bf2fb2 [}

Nov 4, 2026, 9:38 AM

Guest

View

@  B2Binvitation
-

3 1)

‘centro
QMms

N

j Edit properties @ Delete O Refresh Q Reset password (O Revoke sessions 03 Manage view
Overview Monitoring Properties
Basic info

5. If Assignment required is on (section 11.1), assign the guest to the Centro ASSIST application

& Support + Troubleshooting Group memberships 0
Applications 0
Assigned roles 0
Assigned licenses 0
My Feed
q Account status
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If you have also completed Part B, in Attribute mapping, set the userName row’s Apply this
mapping to Only during object creation, or updates to guests will fail.

Apply this mapping ©

Always

Match objects using this attribute

Matching precedence *

12 Troubleshooting

Symptom

+" Always

Only if the attribute contains
multiple values

Only during object creation

Likely cause and what to do

Test Connection fails

People are created but cannot sign in

People are created but show as inactive in
Centro

A red “Provisioning errors” card on the
Overview page, with a failed Create for your
group every cycle

Provision on demand fails with ““Groups’ is not
supported”, or suggests checking the tenant
URL

One person shows an error mentioning
externalld

Check that the Tenant URL is your own (not the
example in this guide), that it ends in /v2 with
nothing after it, and that the token has no
spaces before or after it. If it still fails, contact
Centro support, as the token may have been
replaced or revoked.

Microsoft sign-in is probably not set up yet.
People created by provisioning can only sign in
with Microsoft. See section 1.1.

Your organisation has reached its user limit, so
new people are saved as inactive. Contact
Centro support.

This is expected and nothing is wrong. Centro
does not accept groups (section 11.2), and your
users are syncing normally. If you would like the
error gone, open Attribute mapping, switch to
the legacy experience using the link in the
banner, select Provision Microsoft Entra ID
Groups, set Enabled to No and select Save.
Keep the group assigned, as that is what
decides who gets an account.

The group was selected instead of a person.
Choose a person and run it again. Your Tenant
URL is fine.

The mapping in section 8.1 was not changed,
and that person’s mailNickname has changed.
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Likely cause and what to do

One person shows an error mentioning
userName

Someone who left could still sign in for a while

Provisioning slows down or shows temporary
errors during the first large sync

Provisioning shows as quarantined

Nothing happens after provisioning is turned on

People can sign in who should not be able to

Getting help

Correct the mapping, then select Restart
provisioning.

Their sign-in address changed in Entra ID.
Contact Centro support (section 11.6).

Changes reach Centro on the next cycle, up to
about 40 minutes later. Remove them from the
group and use Provision on demand for
immediate effect (section 11.4).

Centro limits how many provisioning requests it
accepts at once, and Entra ID retries
automatically. No action is needed.

Note the error shown for the affected person
and contact Centro support with it.

Check Current cycle status on the Overview
page, as the first run can take a while. Make
sure Scope is set to Sync only assigned users
and groups and that the right people are
assigned (section 6).

Assignment required is not turned on for the
sign-in application. See section 11.1.

Contact Centro support with your organisation name and, where relevant, the affected person’s
sign-in address and roughly when the problem started. If Entra ID shows an error for a specific
person, the detail from that screen is the most useful thing you can send us.



	1 Introduction
	1.1 What this guide covers
	1.2 Before you start
	1.3 The two Entra ID applications you will create

	Part A: Microsoft Sign-In
	2 Register the Centro ASSIST Application
	3 Test the Microsoft Sign-In Option
	3.1 Consent for Profile Access for your Entire Organisation


	Part B: Automatic User Provisioning
	4 Getting your Tenant URL and Secret Token
	5 Create the Provisioning Application
	6 Assign Who Gets a Centro Account
	7 Connect Entra ID to Centro
	8 Attribute Mappings
	8.1 Required: change the externalId mapping
	8.2 What syncs to Centro

	9 Start Provisioning
	10 Confirm It Worked
	11 Key Considerations
	11.1 Restricting users
	11.2 What provisioning does and does not do
	11.3 Provisioning many people at once
	11.4 Deactivation disables, it does not delete
	11.5 If you use more than one provisioning system
	11.6 Existing Centro users and changes to sign-in addresses
	11.7 Notification email
	11.8 External (guest) users

	12 Troubleshooting
	Getting help



